The Law

» Using technology to bully may amount to harassment which is an offence under the
1997 Harassment Act.

+ Making anonymous or abusive phone calls is also a criminal offence under section
43 of the Telecommunications Act 1984.

A person who:
» a) sends, by means of a public telecommunication system, a message or other
matter that is grossly offensive or of an indecent, obscene or menacing character: or

» b) sends by those means, for the purpose of causing annoyance, inconvenience or
needless anxiety to another, a message that he knows to be false or persistently
makes use for that purpose of a public telecommunication system, shall be guilty of
an offence and liable on summary conviction to imprisonment for a term not
exceeding six months or a fine

The Legal Framework surrounding E-safety

This section is designed to inform users of legal issues relevant to the use of electronic
communications. The law is developing rapidly

Communications Act 2003 (section 127)
Sending by means of the Internet a message or other matter that is grossly offensive or of

an indecent, obscene or menacing character; or sending a false message by means of or
persistently making use of the Internet for the purpose of causing annoyance, inconvenience
or needless anxiety is guilty of an offence liable, on conviction, to imprisonment.

This wording is important because an offence is committed as soon as the message has
been sent: there is no need to prove any intent or purpose.

The Computer Misuse Act 1990 (sections 1 —3)
Regardless of an individual’'s motivation, the Act makes it a criminal offence to:

e gain access to computer files or software without permission (for example using
someone else's password to access files);

e gain unauthorised access, as above, in order to commit a further criminal act
(such as fraud); or

e impair the operation of a computer or program (for example caused by viruses or
denial of service attacks).

UK citizens or residents may be extradited to another country if they are suspected of
committing any of the above offences.

Copyright, Design and Patents Act 1988
Copyright is the right to prevent others from copying or using his or her “work” without
permission.



The material to which copyright may attach (known in the business as “work”) must be the
author’s own creation and the result of some skill and judgement. It comes about when an
individual expresses an idea in a tangible form. Works such as text, music, sound, film and
programs all qualify for copyright protection. The author of the work is usually the copyright
owner, but if it was created during the course of employment it belongs to the employer.

It is an infringement of copyright to copy all or a substantial part of anyone’s work without
obtaining the author’s permission. Usually a licence associated with the work will allow a
user to copy or use it for limited purposes. It is advisable always to read the terms of a
licence before you copy or use someone else’s material.

It is also illegal to adapt or use software without a licence or in ways prohibited by the terms
of the software licence.

Data Protection Act 1998
The Act requires anyone who handles personal information to notify the Information

Commissioner's Office of the type of processing it administers, and must comply with
important data protection principles when treating personal data relating to any living
individual. The Act also grants individuals rights of access to their personal data,
compensation and prevention of processing.

Education and Inspections Act 2006, sections 90 and 91, provide statutory powers for
staff to discipline pupils for inappropriate behaviour or for not following instructions, both on
and off school premises. Section 94 also gives schools the power to confiscate items from
pupils as a disciplinary penalty. These powers may be particularly important when dealing
with E-safety issues: online bullying may take place both inside and outside school, and this
legislation gives schools the legal power to intervene should incidents occur. It also gives
teachers the power to confiscate mobile phones, and other personal devices, if they suspect
that they are being used to compromise the well-being and safety of others.

Malicious Communications Act 1988 (section 1)

This legislation makes it a criminal offence to send an electronic message (e-mail) that
conveys indecent, grossly offensive, threatening material or information that is false; or is of
an indecent or grossly offensive nature if the purpose was to cause a recipient to suffer
distress or anxiety.

Obscene Publications Act 1959 and 1964
Publishing an “obscene” article is a criminal offence. Publishing includes electronic
transmission.

Public Order Act 1986 (sections 17 — 29)
This Act makes it a criminal offence to stir up racial hatred by displaying, publishing or

distributing written material which is threatening. Like the Racial and Religious Hatred Act
2006 it also makes the possession of inflammatory material with a view of releasing it a
criminal offence.

Protection of Children Act 1978 (Section 1)

It is an offence to take, permit to be taken, make, possess, show, distribute or advertise
indecent images of children in the United Kingdom. A child for these purposes is anyone



under the age of 18. Viewing an indecent image of a child on your computer means that you
have made a digital image. An image of a child also covers pseudo-photographs (digitally
collated or otherwise). A person convicted of such an offence may face up to 10 years in
prison.

Protection from Harassment Act 1997
A person must not pursue a course of conduct, which amounts to harassment of another,

and which he knows or ought to know amounts to harassment of the other.

A person whose course of conduct causes another to fear, on at least two occasions, that
violence will be used against him is guilty of an offence if he knows or ought to know that his
course of conduct will cause the other so to fear on each of those occasions.

Racial and Religious Hatred Act 2006
This Act makes it a criminal offence to threaten people because of their faith, or to stir up

religious hatred by displaying, publishing or distributing written material which is threatening.
Other laws already protect people from abuse based on their race, nationality or ethnic
background.

Regulation of Investigatory Powers Act 2000
The Regulation of Investigatory Powers Act 2000 (RIP) regulates the interception of

communications and makes it an offence to intercept or monitor communications without the
consent of the parties involved in the communication. The RIP was enacted to comply with
the Human Rights Act 1998.

The Telecommunications (Lawful Business Practice) (Interception of Communications)
Regulations 2000, however, permit a degree of monitoring and record keeping, for example,
to ensure communications are relevant to school activity or to investigate or detect
unauthorised use of the network. Nevertheless, any monitoring is subject to informed
consent, which means steps must have been taken to ensure that everyone who may use
the system is informed that communications may be monitored.

Covert monitoring without informing users that surveillance is taking place risks breaching
data protection and privacy legislation.

Sexual Offences Act 2003
A new grooming offence is committed if you are over 18 and have communicated with a

child under 16 at least twice (including by phone or using the Internet) and then intentionally
meet them or travel with intent to meet them anywhere in the world with the intention of
committing a sexual offence.

Causing a child under 16 to watch a sexual act is illegal, including looking at images such as
videos, photos or webcams, for your own gratification.

It is also an offence for a person in a position of trust to engage in sexual activity with any
person under 18, with whom they are in a position of trust. (Typically, teachers, social
workers, health professionals, connexions staff fall in this category of trust).

Any sexual intercourse with a child under the age of 13 commits the offence of rape.
Schools should already have a copy of “Children & Families: Safer from Sexual Crime”
document,



